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/*
* Created by ArduinoGetStarted.com
*

* This example code is in the public domain

*

* Tutorial page: https://arduinogetstarted.com/tutorials/arduino-rfid-nfc-relay
*/

#include <SPI.h>

#include <MFRC522.h>
#include <Arduino.h>

#include <Wire.h>

#include <Keypad_12C.h>
#include <Keypad.h>

#include <WiFi.h>;

#include <PubSubClient.h>
#define RELAY_PIN 13 // the Arduino pin connects to relay
#include <Adafruit_ SSD1306.h>
#define I2CADDR 0x20

WiFiClient client;

int buttonState = 0;

PubSubClient mqtt_client(client);

#define SCREEN_WIDTH 128 // OLED display width, in pixels
#define SCREEN_HEIGHT 32 // OLED display height, in pixels
char *reference;

#define OLED_RESET -1 // Reset pin # (or -1 if sharing Arduino reset pin)
Adafruit_SSD1306 display(SCREEN_WIDTH, SCREEN_HEIGHT, &Wire,
OLED_RESET);

TwoWire *jwire = &Wire;

char* ssid = "Q=CV";
char* ssidpassword = "34262672";

MFRC522 mfrc522(5, 15);

String tagUID = "4A A1 F9 80"; // String to store UID of tag.
String tagUID2 = "15 0C 5A 28",

#define Password_Length 5

const int ROWS = 4;
const int COLS = 3;

char hexaKeys[ROWS][COLS] = {




byte rowPins[ROWS] = {0, 1, 2, 3};
byte colPins[COLS] = {4, 5, 6};

char Data[Password_Length];

char Master[Password_Length] = "1234";
byte data_count = 0;

char customKey;

Keypad_I12C kpd(makeKeymap(hexaKeys), rowPins, colPins, ROWS,
COLS,I2CADDR,PCF8574, jwire );

void setup() {
Serial.begin(115200);
pinMode(12, INPUT_PULLUP);
SPl.begin(); // init SPI bus
mfrc522.PCD_Init();
pinMode(RELAY_PIN, OUTPUT);
digitalWrite(RELAY_PIN,HIGH);
pinMode(4, OUTPUT);// 14&1E 28
pinMode(32,0UTPUT);//$E R 5 1&
jwire->begin( );
kpd.begin();
if (\display.begin(SSD1306_SWITCHCAPVCC, 0x3C))
{

Serial.printin(F("SSD1306 allocation failed"));
for ()
; [/ Don't proceed, loop forever

}
display.display();
delay(500); // Pause for 2 seconds

/I Clear the display and show it.
display.clearDisplay();
display.display();

ITAIE, RFID 2 &R

byte v = mfrc522.PCD_ReadRegister(mfrc522.VersionReg);

if((v == 0x00) || (v == OxFF)){
reference =" Reader Error "
showText1();
digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(200);
digitalWrite(32,LOW);
digitalWrite(4,LOW);




delay(200);
digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(200);
digitalWrite(32,LOW);
digitalWrite(4,LOW);
delay(200);
digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(200);
digitalWrite(32,LOW);
digitalWrite(4,LOW);
telse{

reference =" Reader Ready ";
showText1();
delay(1500);
display.clearDisplay();
}

/Imqtt

Serial.begin(115200);
Serial.print("z# 4R 1");

Serial.printin(ssid);
WiFi.begin(ssid,ssidpassword);
while(WiFi.status() '= WL_CONNECTED) {
delay(200);

Serial.print(".");

digitalWrite(32,HIGH);
display.clearDisplay();
display.setCursor(0, 0);
display.setTextSize(2); // Draw 3X-scale text
display.print("Connectingto WIFI... );
display.display();

}

display.clearDisplay();

display.setCursor(0, 0);
display.setTextSize(2); // Draw 3X-scale text
display.print(" Success ");

display.display();

delay(500);

display.clearDisplay();

showText2();

Serial.printin(WiFi.locallP());
digitalWrite(32,LOW);
mqtt_client.setServer("broker.emqgx.io",1883);
while (!mqtt_client.connect(")) {
Serial.print(".");
delay(200);

Serial.printin("Connected !);




maqtt_client.subscribe("esp32/door");
mqtt_client.setCallback(callback);
pinMode(RELAY_PIN, OUTPUT);
digitalWrite(RELAY_PIN,HIGH);

}

void loop() {

customKey = kpd.getKey();
buttonState = digitalRead(12); //ZEEUZEEITIREE

if(buttonState == LOW){

}

display.clearDisplay();
display.setCursor(0, 0);
display.setTextSize(3);
display.print("Welcome"); /41 5E-3%7¢#H% T
display.display();

Serial.printin("Open™);

digitalWrite(RELAY_PIN, LOW);
digitalWrite(4,HIGH);
delay(3000);
digitalWrite(RELAY_PIN, HIGH);
digitalWrite(4,LOW);
display.clearDisplay();
showText2();

if (customKey)

}

digitalWrite(4,HIGH);
Data[data_count] = customKey;
display.setCursor(data_count * 8, 20);
display.print(" *");

display.display();

data_count++;

delay(100);

digitalWrite(4,LOW);

if (data_count == Password_Length - 1)

display.clearDisplay();
display.setCursor(0, 0);

if (Istrcmp(Data, Master))

display.setTextSize(3); // Draw 3X-scale text
display.print("Welcome");

display.display();

Serial.printin("Open");




digitalWrite(RELAY_PIN, LOW);
digitalWrite(4,HIGH);
delay(3000);
digitalWrite(RELAY_PIN, HIGH);
digitalWrite(4,LOW);
display.clearDisplay();
showText2();

}

else

{

display.setTextSize(2);
display.setTextColor(SSD1306_WHITE);
display.print(" Number Wrong ");
display.display();

digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(500);
digitalWrite(32,LOW);
digitalWrite(4,LOW);
delay(500);
digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(500);
digitalWrite(32,LOW);
digitalWrite(4,LOW);

display.clearDisplay();
showText2();

clearData();

}

// Look for new cards
if ( mfrc522.PICC_IsNewCardPresent()) {

/I Select one of the cards
if ( mfrc522.PICC_ReadCardSerial()) {

/IReading from the card

String tag =",

for (byte i = 0; i < mfrc522.uid.size; i++)
{
tag.concat(String(mfrc522.uid.uidByte[i] < 0x10 ? " 0" : " ™));
tag.concat(String(mfrc522.uid.uidByte[i], HEX));

}
tag.toUpperCase();

/IChecking the card
if (tag.substring(1) == tagUID or tag.substring(1) == tagUID?2) //change here the
UID of the card/cards that you want to give access
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display.clearDisplay();

display.setCursor(0, 0);
Serial.printin("Authorized Tag");
display.setTextSize(3); // Draw 3X-scale text
display.print("Welcome");

display.display();

digitalWrite(RELAY_PIN, LOW);
digitalWrite(4,HIGH);
delay(3000);
digitalWrite(RELAY_PIN, HIGH);
digitalWrite(4,LOW);
display.clearDisplay();
showText2();

}

else
Serial.print("Unauthorized Tag with UID:");

for (inti = 0; i < mfrc522.uid.size; i++) {
Serial.print(mfrc522.uid.uidByte[i] < 0x10 ? " 0" : " ");
Serial.print(mfrc522.uid.uidByte[i], HEX);

Serial.printin();

display.clearDisplay();
display.setCursor(0, 0);
display.setTextSize(2);
display.setTextColor(SSD1306_WHITE);
display.print(" RFID  Wrong ");
display.display();

digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(500);
digitalWrite(32,LOW);
digitalWrite(4,LOW);
delay(500);
digitalWrite(32,HIGH);
digitalWrite(4,HIGH);
delay(500);
digitalWrite(32,LOW);
digitalWrite(4,LOW);

display.clearDisplay();
showText2();

}

mfrc522.PICC_HaltA(); // halt PICC
mfrc522.PCD_StopCryptol(); // stop encryption on PCD

}

}
mqtt_client.loop();




}

/Imqtt
String getTopicData(String myTopic, String inTopic, byte* payload ,unsigned int
length){
String TopicData;
if(inTopic == myTopic)y
for (inti=0; i< length; i++) {
TopicData += (char)payload][i];}
return TopicData;
telse{
return ";
}
}
void callback(char* topic, byte* payload, unsigned int length){
Serial.printin((getTopicData("esp32/door”, topic, payload,length)));
if (getTopicData("esp32/door", topic, payload,length) == "ON") {

display.clearDisplay();
display.setCursor(0, 0);
display.setTextSize(3); // Draw 3X-scale text
display.print("Welcome");
display.display();
Serial.printin("Open™);
digitalWrite(RELAY_PIN, LOW);
digitalWrite(4,HIGH);
delay(3000);
digitalWrite(RELAY_PIN, HIGH);
digitalWrite(4,LOW);
display.clearDisplay();
showText2();

void showText1(){
display.setCursor(0, 0);
display.setTextSize(2); // Draw normal-scale text
display.setTextColor(SSD1306_WHITE);
display.print(" Reader Testing ");
display.display();
delay(500);
display.clearDisplay();
display.setCursor(0, 0);
display.setTextSize(2);
display.print(reference);
display.display();




void showText2(){
char *reference;
display.setCursor(0, 0);
display.setTextSize(2); // Draw normal-scale text
display.setTextColor(SSD1306_WHITE);
display.print(" Door Lock ");
display.display();

}

void clearData()

{

while (data_count != 0)

Data[data_count--] = 0;

}

return;

}
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#include "esp_timer.h"
#include "img_converters.h"
#include "Arduino.h"

#include "fb_gfx.h"

#include <WiFi.h>

#include <WiFiClientSecure.h>
#include "soc/soc.h"

#include "soc/rtc_cntl_reg.h"
#include "esp_camera.h"
#include "esp_http_server.h"

#define PART_BOUNDARY "123456789000000000000987654321"

IIESP32-CAM Z(= I 4H Rl 5%
#define PWDN_GPIO_NUM 32
#define RESET_GPIO_NUM -1
#define XCLK_GPIO_NUM 0
#define SIOD_GPIO_NUM 26
#define SIOC_GPIO_NUM 27

#define YO_GPIO_NUM 35
#define YS_GPIO_NUM 34
#define Y7_GPIO_NUM 39
#define Y6_GPIO_NUM 36
#define Y5_GPIO_NUM 21
#define Y4_GPIO_NUM 19
#define Y3_GPIO_NUM 18
#define Y2_GPIO_NUM 5
#define VSYNC_GPIO_NUM 25
#define HREF_GPIO_NUM 23
#define PCLK_GPIO_NUM 22

g AL Wi-Fi TR

char*ssid ="Q=CV"; //\Wi-FilE5k

char* password = "34262672"; [/Wi-Fi %

String Linetoken =

"pTZusOCfywBKKVCcQA3VTkKFAQL8Mbd2UeRuMc7qORpZ";  //Line Notify #Efi
int trigPin = 13; 11557 Trig 2 GPIO15

int echoPin = 15;

void setup()

{
WRITE_PERI_REG(RTC_CNTL_BROWN_OUT_REG, 0); //EEEAE R E5ER
B

Serial.begin(115200);
Serial.setDebugOutput(true); //5HEE B
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Serial.printin();

camera_config_t config;
config.ledc_channel = LEDC_CHANNEL_O0;
config.ledc_timer = LEDC_TIMER_O;
config.pin_d0 = Y2_GPIO_NUM,;
config.pin_d1 = Y3_GPIO_NUM,;
config.pin_d2 = Y4_GPIO_NUM,;
config.pin_d3 = Y5_GPIO_NUM,;
config.pin_d4 = Y6_GPIO_NUM,;
config.pin_d5 = Y7_GPIO_NUM,;
config.pin_d6 = Y8_GPIO_NUM,;
config.pin_d7 = Y9_GPIO_NUM,;
config.pin_xclk = XCLK_GPIO_NUM,;
config.pin_pclk = PCLK_GPIO_NUM,;
config.pin_vsync = VSYNC_GPIO_NUM,;
config.pin_href = HREF_GPIO_NUM,;
config.pin_sscb_sda = SIOD_GPIO_NUM,;
config.pin_sscb_scl = SIOC_GPIO_NUM;
config.pin_pwdn = PWDN_GPIO_NUM;
config.pin_reset = RESET_GPIO_NUM;
config.xclk_freq_hz = 20000000;
config.pixel_format = PIXFORMAT_JPEG;

I
/I WARNING!!! PSRAM IC required for UXGA resolution and high JPEG quality
1 Ensure ESP32 Wrover Module or other board with PSRAM is selected
1 Partial images will be transmitted if image exceeds buffer size
I
I/l if PSRAM IC present, init with UXGA resolution and higher JPEG quality
1 for larger pre-allocated frame buffer.
if(psramFound()){ /I2%H PSRAM(Psuedo SRAM):RfE S IC
config.frame_size = FRAMESIZE_UXGA,
config.jpeg_quality = 10;
config.fb_count = 2;
} else {
config.frame_size = FRAMESIZE_SVGA;
config.jpeg_quality = 12;
config.fb_count = 1;

}

IR EREIAE1E

esp_err_t err = esp_camera_init(&config);

if (err = ESP_OK) {
Serial.printf("Camera init failed with error 0x%x", err);
ESP.restart();

}
11T 5 ETEREZR R N AT RE AN

sensor_t * s = esp_camera_sensor_get();
/Il initial sensors are flipped vertically and colors are a bit saturated
if (s->id.PID == OV3660_PID) {
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s->set_vflip(s, 1); // flip it back

s->set_brightness(s, 1); // up the brightness just a bit
s->set_saturation(s, -2); // lower the saturation
s->set_Vflip(s, 1); /== & EjiE=

I/l drop down frame size for higher initial frame rate

s->set_framesize(s, FRAMESIZE_SVGA); //fi#ffE SVGA(800x600),
VGA(640x480), CIF(400x296), QVGA(320x240), HQVGA(240x176),
QQVGA(160x120), QXGA(2048x1564 for OV3660)

lIs->set_hmirror(s, 1); /[7K--85%

IIF3EKE(GPI04)
ledcAttachPin(4, 4);
ledcSetup(4, 5000, 8);

WiFi.mode(WIFI_STA);

for (int i=0;i<2;i++) {
WiFi.begin(ssid, password);  //{ T48R% iH 4%

delay(1000);
Serial.printin(");
Serial.print("Connecting to ");
Serial.printin(ssid);

long int StartTime=millis();
while (WiFi.status() '= WL_CONNECTED) {
delay(500);
if ((StartTime+5000) < millis()) break; //Z:{3F 10 FhEi4g

}

if (WiFi.status() == WL_CONNECTED) { /#8437 T)
Serial.printin("");
Serial.print("Camera Stream Ready! Go to: http://");
Serial.printin(WiFi.locallP());
Serial.printin(WiFi.locallP());
Serial.printin("");

for (int i=0;i<5;i++) { /3578 WIFI 3578 POk PR
ledcWrite(4,10);
delay(200);
ledcWrite(4,0);
delay(200);
}

break;

}
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if (WiFi.status() '= WL_CONNECTED) { //35i4siskHy
ESP.restart(); //ERIEH
}

HEYERE(GPIOA4)
ledcAttachPin(4, 4);
ledcSetup(4, 5000, 8);

ITAEE %5245 % Line Notify » —/NifEe % {50 RIR -
sendCapturedimage2LineNotify(Linetoken);

Serial.printin();

startCameraServer();

pinMode(trigPin, OUTPUT); //Define inputs and outputs
pinMode(echoPin, INPUT);

}

void loop()
{ digitalWrite(trigPin, LOW);
delayMicroseconds(5);
digitalWrite(trigPin, HIGH);  // 45 Trig =847 » #5748 10 f5f)
delayMicroseconds(10);
digitalWrite(trigPin, LOW);
long cm = pulseln(echoPin, HIGH); // U= 8a A7 A HYHE RS
cm=(cm/2)/29.1,; I FEIE A E R FEEE cm 2 inch
Serial.println(cm);
if (cm <= 30) {
Serial.printin("starting to Line");
sendCapturedimage2LineNotify(Linetoken);
delay(1000);

}
delay(5000); //You could only send up to 50 images to Line Notify in one hour.

}

String sendCapturedimage2LineNotify(String Token) {
const char* myDomain = "notify-api.line.me";
String getAll="", getBody = "";

camera_fb t*fb = NULL;

fb = esp_camera_fb_get();

if(!fb) {
Serial.printin("Camera capture failed");
delay(1000);
ESP.restart();

}

Serial.printin("Connect to " + String(myDomain));
WiFiClientSecure client_tcp;

client_tcp.setinsecure(); //run version 1.0.5 or above

if (client_tcp.connect(myDomain, 443)) {
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Serial.printin("Connection successful");

String message = "& A#EH T

String head = "--Taiwan\r\nContent-Disposition: form-data; name=\"message\";
\r\n\n\n" + message + "\r\n--Taiwan\r\nContent-Dispaosition: form-data;
name=\"imageFile\"; flename=\"esp32-cam.jpg\"\\nContent-Type:
image/jpeg\r\in\r\n®;

String tail = "\r\n--Taiwan--\r\n";

uintl6_t imagelLen = fb->len;
uintl6_t extraLen = head.length() + tail.length();
uintl6_t totalLen = imagelLen + extralLen;

client_tcp.printin("POST /api/notify HTTP/1.1");
client_tcp.printin("Connection: close");

client_tcp.printin("Host: notify-api.line.me");
client_tcp.printin("Authorization: Bearer " + Token);
client_tcp.printin("Content-Length: " + String(totalLen));
client_tcp.printin("Content-Type: multipart/form-data; boundary=Taiwan");
client_tcp.printin();

client_tcp.print(head);

uint8_t *fbBuf = fb->buf;
size_t fbLen = fb->len;
for (size_t n=0;n<fbLen;n=n+2048) {
if (n+2048<fbLen) {
client_tcp.write(foBuf, 2048);
foBuf += 2048;

}
else if (foLen%2048>0) {
size_t remainder = fbLen%2048;
client_tcp.write(fbBuf, remainder);
}
}

client_tcp.print(tail);
esp_camera_fb_return(fb);

int waitTime = 10000; //timeout 10 seconds
long startTime = millis();
boolean state = false;

while ((startTime + waitTime) > millis())

Serial.print(".");
delay(100);
while (client_tcp.available()) {
char c = client_tcp.read();
if (state==true) getBody += String(c);
if (c=="n"){
if (getAll.length()==0) state=true;
getAll =",
} else if (c !1="\r")
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getAll += String(c);
startTime = millis();

}
if (getBody.length()>0) break;

client_tcp.stop();
Serial.printin(getBody);
}
else {
getBody="Connected to " + String(myDomain) + " failed.";
Serial.printin("Connected to " + String(myDomain) + " failed.");

}
return getBody;

}

static const char* _STREAM_CONTENT_TYPE = "multipart/x-mixed-
replace;boundary=" PART_BOUNDARY;

static const char*  STREAM_BOUNDARY = "\r\n--" PART_BOUNDARY "\r\n";
static const char* _STREAM_PART = "Content-Type: image/jpeg\rinContent-
Length: %u\n\n\r\n";

httpd_handle_t camera_httpd = NULL;
httpd_handle_t stream_httpd = NULL,;

static const char PROGMEM INDEX_HTML[] = R"rawliteral(
<html>
<head>
<title>ESP32-CAM Video Stream</title>
<meta name="viewport" content="width=device-width, initial-scale=1">
<style>
body { font-family: Arial; text-align: center; margin:Opx auto; padding-top: 30px;}
table { margin-left: auto; margin-right: auto; }
td { padding: 8 px; }
.button {
background-color: #2f4468;
border: none;
color: white;
padding: 20px 40px;
text-align: center;
text-decoration: none;
display: inline-block;
font-size: 20px;
margin: 6px 3px;
cursor: pointer;
-webkit-touch-callout: none;
-webkit-user-select: none;
-khtml-user-select: none;
-moz-user-select: none;
-ms-user-select: none;
user-select: none;
-webkit-tap-highlight-color: rgha(0,0,0,0);
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img { width: auto ;
max-width: 100% ;
height: auto ;
}
</style>
</head>
<body>
<h1>ESP32-CAM Video Stream</h1>
<img src="" id="photo" >
<div align="center">
<button class="button" onclick="startStream('start’);">START</button>
<button class="button" onclick="startStream('stop");">STOP</button>
</div>
<script>
function startStream(x) {
if(x=="start'){
document.getElementByld("photo").src = window.location.href.slice(0, -1) +
":81/stream"”;

else if(x=="stop"){
document.getElementByld("photo").src = "";
}
}

window.onload = document.getElementByld("photo").src =
window.location.href.slice(0, -1) + ":81/stream";
</script>
</body>
</html>
Jrawliteral";

static esp_err_t index_handler(httpd_req_t *req){

httpd_resp_set_type(req, "text/html");

return httpd_resp_send(req, (const char *)INDEX_HTML, strlen(INDEX_HTML));
}

static esp_err_t stream_handler(httpd_req_t *req){
camera_fb t*fb = NULL;
esp_err_tres = ESP_OK;
size_t_jpg_buf_len =0;
uint8_t* jpg_buf = NULL;
char * part_buf{64];

res = httpd_resp_set_type(req, _STREAM_CONTENT_TYPE);
if(res != ESP_OK)
return res;

while(true){
fb = esp_camera_fb_get();
if (!fb) {
Serial.printin("Camera capture failed");
res = ESP FAIL;
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} else {
if(fb->width > 400){
if(fb->format = PIXFORMAT_JPEG){

bool jpeg_converted = frame2jpg(fb, 80, & jpg_buf, & jpg_buf_len);

esp_camera_fb_return(fb);

fb = NULL;

if('jpeg_converted){
Serial.printin("JPEG compression failed");
res = ESP_FAIL;

} else {
_jpg_buf_len = fb->len;
_jpg_buf = fb->buf;
}
}
}
if(res == ESP_OK){
size_t hlen = snprintf((char *)part_buf, 64, STREAM_PART, _jpg_buf_len);
res = httpd_resp_send_chunk(req, (const char *)part_buf, hlen);

}
if(res == ESP_OK){
res = httpd_resp_send_chunk(req, (const char *)_jpg_buf, _jpg_buf_len);
}
if(res == ESP_OK){
res = httpd_resp_send_chunk(req, _STREAM_BOUNDARY,
strlen( STREAM_BOUNDARY));

}

if(fb){
esp_camera_fb_return(fb);
fb = NULL;
_jpg_buf = NULL;

} else if(_jpg_buf){
free(_jpg_buf);
_jpg_buf = NULL;

}

if(res '= ESP_OK){
break;

}
/[Serial.printf("MJIPG: %uB\n",(uint32_t)(_jpg_buf_len));
}

return res;

}

void startCameraServer(){
httpd_config_t config = HTTPD_DEFAULT_CONFIG();
config.server_port = 80;
httpd_uri_t index_uri = {
.uri ="M,
.method =HTTP_GET,
.handler = index_handler,
.user_ctx = NULL
h

httpd_uri_t stream_uri = {
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.uri ="/stream",
.method =HTTP_GET,
.handler = stream_handler,
.user_ctx = NULL
2
if (httpd_start(&camera_httpd, &config) == ESP_OK) {
httpd_register_uri_handler(camera_httpd, &index_uri);
}
config.server_port += 1,
config.ctrl_port +=1;
if (httpd_start(&stream_httpd, &config) == ESP_OK) {
httpd_register_uri_handler(stream_httpd, &stream_uri);
}
}
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